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Abst r act
| EEE 802.16 is an air interface specification for wrel ess broadband
access. | EEE has specified the service specific convergence
subl ayers (CS) in the | EEE 802.16 MAC to be used by upper | ayer

protocols. Asynchronous Transfer Mdde Convergence Subl ayer (ATM CS)
and Packet Convergence Subl ayer (Packet CS) represent the two nmain
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service specific convergence sublayers for the | EEE 802. 16.

packet CS is used for transport for all

The
packet - based protocol s such

as Internet Protocol (IP), |IEEE 802.3 (Ethernet) and | EEE 802. 1Q

(VLAN) .

| Pv4 packets directly over the | EEE 802. 16 MAC.

Thi s docunent specifies the frame format,

The I P specific part of the Packet CS enabl es transport of

t he Maxi mum Transmni ssi on

Unit (MIU) and address assignnment procedures for transmtting | Pv4

packets over

I P Convergence Subl ayer (IPCS) of the | EEE 802.16. This

docunent al so provides the details of why the ARP cannot be sent over
the I EEE 802.16 |inks using | PCS and a recommendation for this.
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1.

I nt roducti on

| EEE 802.16 [7] is a connection oriented access technol ogy for the
last mle without bi-directional native multicast support. |EEE

802. 16 has only downlink nulticast support and there is no nechani sns
defined for nobile stations to be able to send nulticast packets that
can be mapped to downlink multicast connection. And also | EEE 802. 16
MAC does not use the Source and Destinati on MAC addresses, instead it
uses the Connection Identifiers (ClDs), which are assigned
dynanmically while setting up the MAC connections, for transnmitting
the | EEE 802. 16 franes between a Mobile Station (MS) and a Base
Station (BS)

Thi s docunment specifies a method for encapsul ating and transmitting
I Pv4 [2] and Address Resol ution Protocol (ARP) packets over IP CS of
| EEE 802.16. This docunent also specifies the MIU and address

assi gnnent nethod for the | EEE 802. 16 based networks using IPCS. As
the | EEE 802. 16 MAC does not use the source and destinati on MAC
addresses for the frame transm ssion, this docunent recomrends

avoi ding ARP and Mapping of multicast |IP address to MAC address.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [1].

Ter m nol ogy

The ternminology in this docunent is based on the definitions in [10],
in addition to the ones specified in this section

Access Router (AR): An entity that performs an IP routing function to
provide I P connectivity for Mbile Stations.

Typical Network Architecture for | Pv4 over |EEE 802.16

In a network that utilizes the | EEE 802.16 air interface, each M5 is
attached to an Access Router (AR) through a Base Station (BS), a
|layer 2 entity. The AR can be an integral part of the BS or the AR
could be an entity beyond the BS within the access network. |Pv4
packets between the M5 and BS are carried over a point-to-point MAC
transport connection which has a uni que connection identifier (CID).
The packets between BS and AR are carried using L2 tunnel (typically
GRE tunnel) so that M5 and AR are seen as |layer 3 peer entities. At
| east one L2 tunnel is required for each M5, so that |P packets can
be sent to Mss before they acquire | P addresses. The figure bel ow
illustrates the network architecture.
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Fomem - + Cl D1 R + S +
| M1 |---------- + BS |---------- | AR |----- I nt er net
+----- + [ 4+------ + S +
/

CiDn / O 0
+----- + / L2 Tunnel
| MBn |----- /
R +

Figure 1: Typical Network Architecture for |Pv4 over | EEE 802. 16

The above network nodel serves as an exanple and is shown to
illustrate the point to point |link between the M5 and the AR The L2
tunnel is not required if BS and AR are integrated into a single box.

4. Franme Format for |Pv4 Packets

| Pv4 packets are transnmitted in Generic | EEE 802.16 MAC frames as
shown in the follow ng figure.

0 1
0123456789012345
B L S S S S S R &
H E| TYPE | R C| EKS| Rl LEN |
B S S R M S S
LEN LSB | Cl D VBB |
B S i S S i
CID LSB | HCS |
B L S S S S S 8
| Pv4

header

and

1
1
+—

payl oad

o~

— S+ FT T AT T T+
1

+
I
R s ok s i i
| CRC (optional) |
B el o e e O

Fi gure 2: | EEE 802.16 MAC Frane Format for |Pv4 Packets
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5.

H: Header Type (1 bit). Shall be set to zero indicating that it
is a Generic MAC PDU

E: Encryption Control. O = Payload is not encrypted; 1 = Payl oad
is encrypted.

R Reserved. Shall be set to zero.

C. CRCIndicator. 1 = CRCis included, 0 =1 No CRC is included
EKS: Encryption Key Sequence

LEN: The Length in bytes of the MAC PDU including the MAC header
and the CRC if present (11 bits)

CID: Connection ldentifier (16 bits)

HCS: Header Check Sequence (8 bits)

CRC. An optional 8-bit field. CRC appended to the PDU after
encryption.

TYPE: This field indicates the subheaders (Mesh subheader,
Fragnment ati on Subheader, Packi ng subheader etc and special payl oad
types (ARQ present in the nessage payl oad

Maxi mum Transmni ssi on Uni t

The Length paraneter of | EEE 802.16 MAC franme has a size of 11 bits.
Hence the total PDU size is 2048 bytes. The |IPv4 payl oad can be a
maxi mum val ue of 2038 bytes ( Total PDU size (2048) - (MAC Header (6)
+ CRC (4)), which is the maxi mum possible MIU. The mini nrum MU
required for IPv4d is 576 bytes [4]. The default MIU value for |PCS
is 1440 bytes. The default IPCS MIU is chosen based on 1500 bytes
ethernet MIU size;it is |less than 1500 bytes because of two reasons -
1) GRE tunnel between the AR and BS et hernet network, 2)avoiding |IP
fragmentation as nmuch as possi ble when transmitting packets from | EEE
802. 16 I PCS network to a different access network using | PSec tunne
over ethernet or |EEE 802.11 wireless network. The actual MIU val ue
can be set by the Path MIU Di scovery [9] or by static configuration
of each M5. The IPCS |ink of the AR SHOULD al so set the default MIU
val ue as 1440 bytes.

Subnet Mddel and | Pv4 Address Assi gnnment

The Subnet Mddel recommended for |Pv4 over |EEE 802.16 using IP CSis
based on point-to-point |link between M5 and AR, hence each M5 shal

be on different I P subnet. The point-to-point |ink between M5 and AR
is achieved using a set of | EEE 802. 16 MAC connections (identified by
CIDs) and at least an L2 tunnel (usually GRE tunnel) per M5 between
BS and AR If the AR is co-located with the BS then the set of |EEE
802. 16 MAC connecti ons between the M5 and BS/ AR represent the

poi nt-to- point connection

DHCP [ 5] SHOULD be used for assigning | Pv4 address for the Mss. DHCP
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10.

11.

messages are transported over | EEE 802.16 MAC transported connection
to and fromthe AR In case DHCP server does not reside in AR the
AR SHOULD i npl emrent DHCP rel ay Agent [6].

Addr ess Resol uti on Protoco

The | EEE 802. 16 frane header does not contain the source and
destination MAC addresses, instead it uses the Connection ldentifier
(G D) for the delivery of MAC franes. This nakes cl assical Address
Resol ution Protocol (ARP) [3] trivial and unnecessary. > Also, |EEE
802. 16 I PCS cannot classify the ARP packets as ARP runs directly over
Et hernet and does not contain | P header. Thus ARP packets are not
transmtted over | EEE 802.16 air interface when using | PCS

I P Multicast Address Mapping

In | EEE 802.16, MAC address is not used for delivering the frames as
well as there is no concept of multicast MAC address. Hence, the
Mappi ng of mnulticast |IP address to an | EEE 802. 16 MAC address is not
required. The IPv4 nulticast packets are classified normally at the
IPCS if the | EEE 802. 16 MAC connecti on has been setup with a

nmul ticast | P address as a classification paranmeter for the
destination | P address.

Security Considerations

Thi s docunent specifies transm ssion of |Pv4 packets over | EEE 802. 16
networks with | Pv4 Convergence Subl ayer and does not introduce any
new vul nerabilities to I Pv4 specifications or operation. The
security of the IEEE 802.16 air interface is the subject of [7]. In
addition, the security issues of the network architecture spanning
beyond the | EEE 802. 16 base stations is the subject of the docunents
defining such architectures, such as WMAX Network Architecture [8].

| ANA Consi der ations

Thi s docunent has no actions for | ANA
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Appendi x A, Miltiple Convergence Layers - |npact on Subnet Mde

Two different MSs using two different convergence sublayers (e.g. an
M5 using Ethernet CS only and another Ms using |IP CS only) cannot
communi cate at data link layer and requires interworking at |P |ayer
For this reason, these two nodes nust be configured to be on two

di fferent subnets. For nore information refer [11].

Appendi x B. Consideration for ARP | nplenentation

A node may trigger ARP for address resolution when there is no
corresponding entry in ARP cache, in such cases, the node should
synt hesi ze the ARP response locally for snmooth operation of |IP |ayer.

Appendi x C. Sending and Receiving | Pv4d Packets

| EEE 802.16 MAC is a point-to-mrultipoint connection oriented air-
interface, and the process of sending and receiving of |Pv4 packets
is different frommulticast capabl e shared nedi umtechnol ogies |ike
Et her net .

Bef ore any packets being transnitted, | EEE 802.16 transport
connection nust be established. This connection consists of |EEE
802. 16 MAC transport connection between M5 and BS and an L2 tunne
between BS and AR. This | EEE 802. 16 transport connection provides a
poi nt-to-point |ink between M5 and AR all the packets originated at
the M5 al ways reach AR before being transnitted to the fina
destinati on.

| Pv4 packets are carried directly in the payl oad of | EEE 802. 16
franmes when the IPv4 CS is used. [Pv4 CS classifies the packet based
on upper layer (IP and transport |ayers)header fields to put the
packet on one of the avail able connections identified by the CID

The classifiers for the |Pv4 CS are source and destination |Pv4
addresses, source and destinations ports, Type-of-Service and IP
protocol field. The CS may enpl oy Packet Header Suppression (PHS)
after the classification.

The BS tunnels the packet that has been received on a particular MAC
connection to the AR BS reconstructs the payl oad header if the PHS
is in use before the packet is tunneled to the AR Sinmilarly the
packets received on a tunnel interface fromthe AR would be mapped
to a particular CID using I Pv4 classification nmechani sm

AR perfornms nornmal routing for the packets that it receives and
forwards the packet based on its forwarding table. However the DHCP
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relay agent in the AR, MJST naintain the tunnel interface on which it
recei ves DHCP requests, so that it can relay the DHCP responses to
the correct M5. One way of doing this is to have a mappi ng between
MAC address and Tunnel Identifier.

Appendi x D. Network Address Transl ation

There is not enough | Pv4 address available, private |IP address domain
has been used in deploynent. |f nobiles are assigned private IP
addresses fromthe DHCP server |located in the access network, there
woul d be a NAT function in the Access router (AR) for address and
port translation;this is a generic requirenment for private |Pv4
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